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1. Captain Elmar KIROTAR, Estonian national, was recruited
by General Mekoto ONOD:nA, Japanese Militury aAttaché, Stoockholm,
for intelligence activity in the United States on 13 July 1945
after negotiations since 13 March 1945. KIRO%R};& be2 placi’dﬂ
in contact with Ueneral OHODhnA through ott NIUS, Estonien f"‘r
national, employed by ONODERX”& s ' agent and plang double
agent role for Swedish Intelligence.

2. On 13 July 1945 KIKOTAR was informed by QNQUERA t

he would be given code instruction andfi%l‘gf is e
funds and instructions resarding his MFEETén By Kltinoank A'.uo,
Assistant Military Attaché, ag : Be _waa
either boat or air transportglig
furnished KIROTAR by General ONOJEGA. KIROTAR was unable to
procure boat transportation nor transportation by the Swedish
Airlines but arrangements were .made for his departure from Sweden
on 12 August 1945 by ATC plane. This was explained to General
ONODERA as possible due to the fact that KIROTAR had been invited
to visit the United States by Ambassador WILEY.
3. KIROTAR had previously received his visa to the United
States whioh had greatly pleased General ONODERA and resulted in
KIROTAR being given a mission. )
SATO and in company with #aj
Attaché, received prelimina
been jointly drafted by SATQ/EWE KIGK W =
. M tire been reduced to a form in IO slrely FETrrien. .
On 7 August 1945 KIROTAR met ONODE Ty KIGOGHI and Yoiohd
S, Aseistant Military Attaché%%ﬂ;‘%%‘; Kindg-
‘137/0 - m} 44 d floor, wh oge received three postage stsmp size
it phi 1777 ) a!éﬁ‘;nstmctions for the preparation and use
of the code. This code was based on the writing of dates and
the mathematical spacing of written material on the letters and
envelopes. It was originally planned that these photographs
should be concealed in the back cover of a popular novel which
KIROTAR could carry with him on the plane. It was later decided
that it would be best to sew the coded photographs into the
ouff of KIROTAR's trousers. These photographs were given to
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KIKOTAi but in order to read ther it was necessary to procure

a microscope, as they could not be read with the naked eye.

The coded material was written in the uermen language and con-
tained largely instructions for spacing of material on written
doouments. IThis code was also to be worked with a Swedish
calendar wulch has a different name for each day of the year.

A code aymbol was given esach name on the calendar, which when
written into a letter would appear quite innocuous. JDue %o the
constant contack with KIROTAr by ONCLERA's agents between August
7 and 11, 1945, it was deemed advisable that KIROTAL maintain
these photographs in his possession should they ask to see them.
A complete explanation of th: code and its use has bYeen made by
KIROTAR and is an attachment to this report.

4., EKIROTAR was also given a private code which was to be
used between only be and General ONODEnA. This code was to
operate with the use of TIME Magazine, which is published in
Sweden under the same dates as in the United states. This code
was to be an ordinary personal letter written to KIROTiR's wife
in Stockholm on lined paper and each letter in each word that
touched the line were to indicate the number of the letter
appearing in TIME Magazine. The letter was to be dated the same
date as the issue of TIME Magazine being used for the cod¢ and
all commas, periods and full stops were not to be coun.ed.
KIBROTAR was to start with the first main page of TIME and would
choose the letters to spell out the coded material. For example,
if KILOTAR was using the letter H to spell out a word and this
letter was the sixth letter in TIME Magaszsine, theu the-sixth
letter in the body of the corvespondence directed to ONODERA by
KIROTAR would touch the line below. On letters such as G, Y,
J, etc., the upper part of the letter was the determining factor
as regards its touching the line. .

5. It had originally been intended that KIROTAR should be
supplied with microfilm but it was thought that he would not be
able to develop these properly.

6. KIROTAR was furnished 3,000 Swedish kronor to be loft
with his family, 1,500 kronor for insurance, 3,200 kronor for
an air tioket and was to receive a total of 6,000 dollare
immediately before departure. KIROTAR was given a password for
possidle contact in the United States which was to operate as
follows: Agent - "Many kind regards from your brother-in-law."
KIROTAR - "How is he?" Agent - "He is pretty well." ONODERA,
despite repeated efforts, declined to furnish KIROTAR with any
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na.ee of agents in the United States, though KInOTAn obtained
the itupression from SATO that there were contacts in the United
States being utilized by the Japanese. N

7. KIROTAR wae also given 3,000 kronor for the purpose of
renting an apartment at Skeppargatan 37, 4th floor, which was to
be used by his wife and to which the letters were to be directed.
These letters were to be picked up by KUMENIUS and transmitted
to ONODERA. Additional funds were to be sert to KIROT.d in the

{~ United States by KUMENIUS.

8. KIROT.R was informed that the Japanese were particularly
interested in militury and naval information pertaining to ship
movements on the American West Coast, and political information
as to pending decisions between the United States and nussia
at the Potsdam Conference, particularly as to whether Russia
was seriously intervening on behalf of Japan for a compromise
peace, whether a compromise peace was possible with the United
States, whether Russia would give bases to the United States,
and whether an American invasion could be expected this year or

‘next. ;

9. KIROTAK was scheduled to see General ONODERA on 1l
Auguet, prior to his departure on 12 August. Due to pexsonal
desires of KIROTAR, the contemplated departure was postponed
on the 10th due to a "intervening priority" and of which he

informed General ONOERA.

10. He was coantacted by ONODERA on the 11th and met with
ONODEEA, 35AT0, INOUYE, KIGOSHI and Mrs. ONODERA at SATO's
apartment, at which time the General informed KIROTAR that the -
war was over and that a surrender was being negotiated. As such,
KIROTAR's mission to the United States was terminated but as a
settlement of their affairs General ONODERA gave XKIKOTAR 1,000
dollars in American currency of the promised 6,000 dollars wiich
were to be given prior to KIKOTiR's departure. He told KIROATR
vhat if the Japanese ever again had an Embassy in the United
Statea, th:t KIROLiR should call on the Embassy and ascertain
CNODEiA's whereabouts and that communication could be maintained
between them by use of the personal cipher which had been
furnished. The General asked that the code be returned and upon
returning the code to General ONODERA, it was burned in KIROTAR's
presence. KIROT.R has since informed ONODERA that his trip has
been delayed due to the congésted transportation eituation
occurring at the end of the war and that he intended to depart
for the United 3tates in the latter part of September by boat.
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11. ONODEsA has requested KUMENIUS to adviee him upon
KIROTAR's departure. KUMEJIIUS has also been released by the
Japanese and informed that their work was finished.

12. KIROTAR plans to depart as stated above but entirely
on a personal basis with no agreement for a mission either for #
the Americans or the Japanese. The fundas obtained from General
ONDOERA, totaling 10,800 5Swediih kronor and 1,000 dollars in
American currency, were allowed to be kept by KIROTAR.

13. There has been no evidence that the Japanese intended

to utilize KIROT. R in any way in the near future. Considerable

information was obtained through KIROTAR during the course of

this operation pertaining to the identity of subordinates working

for ONODERA and their desires as regards intelligence. It is p
believed that the Japanese completely trusted KIROTAR, though
they were very cagey to not furnish him with any names of agents
in the United States or allow him to learn a great deal about
their past operations. It is believed that the Japanese may

attempt to utilize KIROTAR at some future date and have affected ﬁ
this settlement with him with that in mind.

14. Throughout this operation KIROTAR has exhidbited unusual
talent and possibilities for his utilization as a double agent
and has been very meticulous and intelligent in his dealings

A with the Jepanese. Due to his background, experience, language
% ' rbility and personality, he would bave been an ideal agent for
5% operations against any enemy intelligence organization. He is
\y very anti-Russian and deaires to continue working against the
Russians wherever he may be. His brotherbinplawééyajor)Ralph

,égONURIbT, former head of the Hussian Section of the Estonian

General Staff, is u:reoognized expert on &usaigg 1nte1115ence

and its operations and KIROTAR hopes to work with hin in-the

ruture on these matters.
e /1/&&%4/ — /&x/”
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us given to s prospective "Japanest agent X, in USA*,
in Stockholm, July 174,

b

1. All communications to be sent by ordinary 4nd innocent looking

private lettersg, either typed or written by hsnd.
2. Secret communications to be transmitted

A. On the fropt side of the envelope

3) by the precejvers title.i.e. the word "ir.": by plscing it in

an sgreed space - see explsnation below.(point 3),

b) by the gonntiy:of-dastitations tve.-"Sdeden”s by bLeginuing it

in an agreed space ~ see below (point 3),
B. Qn the beck of the envelops

¢) by the date of gending the letters by witing it on the Lack
of the envelope and placing it there in an agreed space - see

below (point 4),

d) by the gepders name and address: by writing them either in

one 1ine or in two or three lines, see below (point 5),

C. In.the letter iteelf

¢) by the dste of gsendins the Jetter, i.e. by writing it in one
of the many+different -agreed ways at the top of the letter,

f.4. August 2, 1945, 2.3,1945, 2.8.45, 2.VIII.1945,

2.VIII.45, 2/8.1945, 2/8.45, 2/9/1945, 2/8/45, o/VIII.45,

2/VII1i1945, 2/VII1/1945, 2/VIII/45 etc.
f) by the ".3pell", i.e. "Sir", "Dear Sir", "My dear Sir",
very dear Sir", "My dear" etc.: by beginning it in an

"My .
ed

space (ade sxplanstion below) snd by wtiting it in one of Anany

agreed wordings (as before),

¥) by ghristiad namss in the textepf the letter (roughly JWo

different possibilities) - see explanstion below, and

h) by the "gourtoisis", i.e. different endings of the letter:

“"Yours faithfully", "Fasithrully sours", "Yours truly",
yours", "Yours sffectionately", "Afttectionately yours",

"Truly

ll'ith

kind regsrds", "With many kind regsrds", "With best regards",

"With kindest regsrds", "Ever yours" etc.etc. etc.

B SECRET-CONTROL
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Sxplsnrtion to A (s _and b).
Siviuie thn envelops by o imascinary Mres, one horjcontel ond
on: vertic-l. in four eﬂ prrts, tlLus:

]
b 128
4 ¥

Orgw in the risht lower corner o:i the leit top ecction six 1 x 1

centimeter sguaves, three on the horizontsl line and:the other three
or, the threz previous squsres, sn. number them irom 1 to 6, thuss

o e p o
-

T TR TRy
.
“« e

.
Cescssnen
. .

e-pye\n »
teeilenss

..
.

If you now write in "Mr, John D. Brown" the word "Kr." in square 1,
Mr, John D. Brown thus written means f.i, "Invasion on the main is-
land coming irom the sea"; if you write "Mr." in square 5, Mr.John D,
Brown means f.i, "Invasion to the main islend coming from Eorea®,

and 80 on., The name in itself has no partichlar meaning, but written
differently, f.¢. "¥r. John Brown", "Mr, J. Brown", "Mr., J.D.Brown"

or MMr. J. Devid Brown", 4 3 "
» it every time conveys a different

agreed message. Thus 30 different messages can be transmitted
by the name of the receiver of the letter.

In the same way you draw in the left lower corner oI the right
lower section six 1 x 1 centimeter squares and number them from
1 to 6, thus:

wu *

»

.
O s o
I

. .
WMo e
beserancs

.

If you now write the name of the country of destination (Sweden)

80 that the first letter (5) is clearly in one of these six
spsres, it conveys to the receiver a definite agreed secret mes-
sage. under this heading 12 different messages can be t.mnmittod,
depending on whether the name of the country of destination is
underlined (i.e. Sweden) or not {(Sweden).

Difterent combinetiona with postsge stamps, name of the street and
city =*c. heggsczoriing to *his code no secret mesning. »

W 8ECRET-coN irOl
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Tou Ziviie the top edge of the back of the envelope in two ejgusl
psrts, and further the [irst of these psrts in three egual parts,
thuas

! 2/3/65.‘ }
Sent by James F. Smith, 130 Princeton load,
dest Encelwood, ilew Jersey,
UeS.Ae

The dste of sending the letter, written on the back side of the
envelope in one of the many agreed ways (see C,e), conveys an
agreed ponths written in the first space, it denominates the
first ten days of the agreed month}i written in the second spsce,
as sdove, it denominates the daye from the 10th to the 20th of
the agreed month§ and written in the third space, it denominates
the last ten days of the agreed month. The approximats dste thus
conveyed slways stands in sn easily tracesble comnection with
some other secret message communicsted by the ssme letter.

Thus, s letter sddregsed to "Mr. John D, Brown" with the word "Mr.%
written in square 1 (sees point 3) and bearing at the dack of the
snvelope the dote of senling the letter, as sbove, would mean:
*Invasion on the main islsnd coming from the sea in the middle

" of september”.

Senders name on the back of the envelope, written in one line,
conveys an agreed messagej the ssme written in two lines conveys

s different agreed messegej but the sade, written in three lines,
ss in the above example, turns snother secret message in the samé
letter (which message, that must be essily traceabls) into 2 gnes-
tigns f.1. "Is the invasion to the main island coming from the
sead”

Rxplanation 10 C (0.

Sterting to write your letter, you ¢raw st the distance of 3
centimeters from the left cdge of the letter a vertical line,
anc at the distence of 4 centimeters from the top edge of the
letter a horizontsl line; in the right lower corner, formsd by
the crossing of these two lines, you draw six 1 x 1 centimeter
squares ond nusber *hem, thuss

PSRNV

.

-
“tcegees Mot rastrc et mons
. P

sstvaetom

.
PR T,
.

.

.
cottheten
.
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A secTI et

I you now s‘srt your letter By "3ir”, "Desr 8ir", "Ny ctar 3ir”
or so on (see I, ) rrom goysre 1, thia corveys s cefinite szreed
nessage; 1l Jrox siuare 2 - <nother message, and so on. Under
<his hesiing six times a8 xmeny secret messsges can be transnitted
s8 there spre different woys of Deginning your letter (different
spelis). IS the "spell” shouli not convey eny secret message at
sll, it should be written jshave the 3 usres ir juestion.
Explepetdorn S0 C. £ .

Jaristien named {n the text o the letter (in this particulsr
codes Fveiigh christisn numed) conve; secret informetion shout
diclerent gilitery units (civisions, srmoured car brigedes, tsnk
brigsces, etc.) snd sir force units, but perticulerly sbout dif-
Terent typen of shios (cruisers, sulxmerines, sir-carriers ete. )
aDd their numbers. Thus, the sentence "And give my love to Selma®
would mean f.i. "Pi{teen cruisers". .Sseing the name "Selma® .
in tha letter, the receiver finds it in sny Swedish ¢ -lendar apd
there counts, which nmme in order of sequence it ia in the oa~ ~
lendar. Suppose it is the 25118t name. The receiver then finds
the number "251" in the code and reads the meaningt "Fifteen ’

cruisers”. The named of ports, naval bases etc. and the direction »

of seiling (destinstion) of the ships ars conveyed in the sme
lettex, ususlly by »n sgreed "courtoisis” (see C, h). Thus

the sentences: "¥With many kind regards to Selms, Martin and
Gunnar® and "Affectionately and ever yours" atd-thecdatdlpfinc.unt
Sending the letter written in the first space at the back sids
of the snvalope would actuslly mean: "Fiftsen cruisers, twenty
six destroyers and fourty submarines sailing from Sen Diego to
Okinava in the beginning of September~.

Alltogether roughly 500 different messages were included iuto.
the code, which in sddition could be combined in different ways,
ss for instance just above, and there seems to be, without kbo-
wing the code, no other way of combating it than to dslay sus~
pisious letters for meny months.
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